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Abstract

The performance of mntrusion detection system
depends on classification of unknown types of
attacks. The detection of unknown types of attack
is very difficult due to large number of attribute
and huge amount of network data. For the
mmprovement ~ of unknown attack  feature
reduction is important area of research. In this
paper we discuss about the intrusion detection
system, here we proposed a new model for this
system and compare with the other existing
techniques and model then we found that our
proposed model is best for the generation of
performance  parameter and improve the
efficiency and accuracy rate. Here we used the
classification techniques such as feed forward
neural network and support vector machines for
the classification of data and the selection of best
optimal features.

Keywords: - Supervised techniques, Swarm Intelligence,
Neural network, Classifier, Intrusion Detection system.

INTRODUCTION

An Intrusion Detection System (IDS) inspects the
activities in a system for suspicious behavior or
patterns that may indicate system attack or misuse.
There are two main categories of intrusion detection
techniques; Anomaly detection and Misuse detection.
The former analyses the information gathered and
compares it to a defined baseline of what is seen as
“normal” service behavior, so it has the ability to learn
how to detect network attacks that are currently
unknown.

Misuse Detection is based on signatures for known
attacks, so it is only as good as the database of attack
signatures that it uses for comparison. Misuse
detection has low false positive rate, but cannot detect
novel attacks.

However, anomaly detection can detect unknown
attacks, but has high false positive rate. An intrusion
detection system gathers and analyzes information
from various areas within a computer or a network to
identify possible security breaches. In other words,
intrusion detection is the act of detecting actions that
attempt to compromise the confidentiality, integrity or
availability of a system/network.

Traditionally, intrusion detection systems have been
classified as a signature detection system, an anomaly
detection system or a hybrid/compound detection
system. A signature detection system identifies
patterns of traffic or application data presumed to be
malicious while anomaly detection systems compare
activities against a “normal”’ baseline. On the other
hand, a hybrid intrusion detection system combines
the techniques of the two approaches. Both signature
detection and anomaly detection systems have their
share of advantages and drawbacks. The primary
advantage of signature detection is that known attacks
can be detected fairly reliably with a low false
positive rate.

The major drawback of the signature detection
approach is that such systems typically require a
signature to be defined for all of the possible attacks
that an attacker may launch against a network.
Anomaly detection systems have two major
advantages over signature based intrusion detection
systems. The first advantage that differentiates
anomaly detection systems from signature detection
systems is their ability to detect unknown attacks as
well as “zero days” attacks. This advantage is because
of the ability of anomaly detection systems to model
the normal operation of a system/network and detect
deviations from them. A second advantage of
anomaly detection systems is that the aforementioned
profiles of normal activity are customized for every
system, application and/or network, and therefore
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making it very difficult for an attacker to know with
certainty what activities it can carry out without
getting detected. However, the anomaly detection
approach has its share of drawbacks as well. For
example, the intrinsic complexity of the system, the
high percentage of false alarms and the associated
difficulty of determining which specific event
triggered those alarms are some of the many technical
challenges that need to be addressed before anomaly
detection systems can be widely adopted.
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Figure 1: Intrusion detection systems in the network
environment.

Types of intrusion detection systems there are two
types of intrusion detection systems that employ one
or both of the intrusion detection methods outlined
above. Host-based systems base their decisions on
information obtained from a single host (usually audit
trails), while network-based intrusion detection
systems obtain data by monitoring the traffic in the
network to which the hosts are connected. An
intrusion detection system dynamically monitors the
events taking place in a monitored system, and
decides whether these events are symptomatic of an
attack or constitute a legitimate use of the system.
Figure depicts the organization of IDS where solid
arrows indicate data/control flow while dotted arrows
indicate a response to intrusive activities.

The intrusion detection process functions in a way
that each packet entering the system is investigated
and a copy of the condition of the packet is saved as a
reference for the new detection [1]. A Real-Time (RT)
response in this field (computer security) is very
important as less than fifteen minutes are required by
some distributed and coordinated attacks to stop a

large area of the Internet from normal functioning
[13].

The rest of this paper is organized as follows in
section II we discuss about the proposed methods and
architecture. In section III we define the dataset. In
section IV we discuss about the empirical results. And
finally conclude the paper.

II NETWORK-BASED IDS

These days the network-based intrusion detection
systems are the very vital role play in the field of
commercial product marketing and selling. It is
contain usually consist of a set of single-purpose hosts
that “sniff” or capture network traffic in various parts
of a network and report attacks to a single
management console. Because no other applications
run on the hosts that are used by a network based IDS,

they can be secured against attack.
Network-based
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Figure 2: Network based IDS.

IITI PROPOSED METHOD

In this section discuss the Proposed methodology
architecture for the Intrusion detection system using
Existing methods Neural network, Evolutionary
Algorithms such as Genetic Algorithm and some
Swarm Intelligence such as Particle swarm
optimization.
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Fig
ure 3: Proposed model for network based intrusion
detection system.

In this paper our proposed model compares with the
other existing techniques and gives us the better
results for this system.

There are some steps we have to follow to implement
this system are following: -

Step 1- begin the intrusion detection system.

Step 2- Upload the KDDCUP 99 dataset which is
combination of normal and abnormal dataset.

Step 3- Select the feature for the experimental
process.

Step 4- Apply the NIDS classification techniques with
features.

Step 5- After the applied NIDS techniques we get the
some performance evaluation parameter.

Step 6- we compare the all performance evaluation
parameter values in the terms of their ratio.

Step 7- Finally we compare the all performance
parameters value with all IDS techniques and choose
the best optimal value.

Step 8- If performance parameter value is not optimal
then go to step no. 4

Step 9- finally we end the proposed IDS system.

IV EXPERIMENTAL RESULT ANALYSIS

In this dissertation we perform experimental process
of proposed classification algorithm for intrusion
detection system. The proposed method implements in
mat lab 7.14.0 and tested with very reputed data set
KDDCUP 99 Dataset.
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Figure 4: This picture shows that the experimental
solution for the input value is 0.15 and the method is
support vector machine.
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Figure 5: This picture shows that the experimental
solution for the input value is 0.70 and the method is
support vector machine.
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Figure 6: Shows that the comparative result graph for
the input value i.e. 0.15.
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Figure 7: Shows that the comparative result graph for
the input value i.e. 0.30.

V CONCLUSIONS AND FUTURE SCOPE

The current scenario of intrusion detection system
suffered from detection rate and false alarm
generation, the problem of detection and false alarm
generation arise due to large features attribute of
intruder file. A great advantage of hybrid method is
without learning of parameter work a complete system
and reduces feature of anomaly file. In this paper we
proposed novel methods for the detection of intrusion
using various techniques such as fed forward neural
network and support vector machines. Our proposed
methods also enhanced the detection ratio of intrusion
detection and classified data. In future we also reduce
the computational time of proposed algorithm and we
also focus with some feature reduction techniques for
the real time system or on demand system.
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